White Paper

Desktop Audit Services

Risks for software license non-compliance and liability for employee
downloading of pirated software and media content are driving companies to
take more active steps to get desktops under control.

Overview

Most companies today understand
their responsibilities under software
licensing agreements. Most also
recognize that they are liable when
employees install pirated software or
media content on company computers.
Under the concept of vicarious liability
of the U.S. Copyright Act, an employer
is liable for acts committed by its
employees when those acts are within
the scope of their employment duties.
Therefore, most companies have
policies in place regarding acceptable
use of company computers.

Although employers know of the risk,
until recently most have not done much
about it because enforcement had been
lax. Unless a company was flagrantly
violating its licensing agreements, it
was unlikely that the firm would be
audited. But the times are changing.
Software vendors and the
entertainment industry are cracking
down on non-compliance and piracy,
and the risk is real.

Strativa’s approach to desktop auditing
can be an important element of a
compliance program. It is a practical,
cost-effective approach that makes use
of a combination of tools to quickly
inventory desktop software and media
content throughout the organization so
that the company may take corrective
actions to become compliant.
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Risks

To avoid liability, companies must demonstrate “reasonable effort” to deter
misappropriation or theft of computer software and intellectual property. Efforts
should include a clear company policy regarding desktop software and content,
consequences for non-compliance, procedures for periodic audits, and
documentation of such audits. These efforts are especially needed because of the
increasingly aggressive actions of software publishers and the entertainment
industry.

Software publishers stepping up audits

By some estimates, 24% of installed software in the US is not licensed. According
to the Software and Information Industry Association (SIIA), software piracy cost
vendors over $12.2 billion worldwide in 1999. With the software industry no
longer getting the double digit growth of the 1990s, that's a lot of money left on the
table. Therefore, vendors are looking to increase revenues by enforcing license
agreements and cracking down on pirated software. The Software Publishers
Association (SPA), the Business Software Alliance (BSA), and the UK-based
Federation Against Software Theft (FAST), are all ramping up enforcement activity
as vendors, such as Microsoft, continue to focus on combating non-compliance.

This focus on compliance is not limited to large companies. From time to time in
the U.S., the BSA announces a piracy truce for small and medium businesses,
where companies are encouraged to turn themselves in if they suspect they are
harboring unlicensed or counterfeit software. Furthermore, the BSA, the SPA, and
some software vendors such as Microsoft, solicit tipsters to anonymously report
suspected cases of software piracy. So, even companies that want to be compliant
could face an audit based on an anonymous tip from a disgruntled employee.

Entertainment industry cracking down on piracy

Media and entertainment companies, likewise, face loss of revenue due to illegal
file-sharing. The industry has already shut down Napster, an early peer-to-peer
file sharing service, and it is now turning its attention to other services, such as
Kazaa and Morpheus, which are used to trade copyrighted materials, such as
movies, music, software, and games. They are aggressively targeting Web sites
that offer media for download as well as their Internet service providers, and they
have also been going after universities. The Recording Industry Association of
America (RIAA) is currently sponsoring an educational program with more than
300 universities, claiming a 55% drop in the number of sites on University servers
offering illegal downloads. It may be only a matter of time before corporations
with high-speed Internet connections and large networks of desktop computers
will find themselves objects of RIAA attention.
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Finding the right audit tool

Recognizing their liabilities, some companies look to IT asset
management systems, such as Microsoft's SMS, or Novell's
ZENWorks, to provide total desktop management and
control throughout the organization. Although such
systems are useful and serve a number of important
purposes, they require significant time, money, and effort to
implement. Companies that do not have such systems
already in place, or that have such systems partially
implemented, need a more direct approach to quickly
determine what software resides on its desktops and to take
corrective action.

Strativa’s desktop audit approach

To address the needs of companies looking for a more
targeted solution, Strativa has developed an approach to
desktop auditing that quickly inventories software and
media content on personal computers throughout the
organization, allowing companies to demonstrate that they
are taking reasonable efforts to deter misappropriation of
computer software and intellectual property. This approach
is unobtrusive, reasonable in cost, and effective in defining
and correcting problems with unauthorized software and
media content.

Strativa’s audit service comprises six basic steps as shown in
the sidebar to the right.

Desktop Audit Methodology

1.

Develop the desktop policy.

We review the client's desktop palicy, or help develop
one, to ensure that the client has defined acceptable
use of computer assets. We also identify the specific
objectives for the initial audit. For example, one
company may want to focus on counting Microsoft
license utilization, while another may want to focus on
elimination of P2P file-sharing programs, while yet
another may want to restrict use of instant messaging
programs.

Select and implement the right audit tool.

Based on client objectives, we work with the client to
select and implement the tool, or combination of tools,
that will accomplish the audit most quickly and
effectively. If the client has already installed an IT
asset management tool, we can help complete
implementation and use it for the audit. If the client
does not have such tools in place, we select and
implement a point solution for desktop auditing.

Initial audit.

We then perform the initial audit to collect data on the
presence of software and content on company
computers. Some tools may utilize e-mail, Web-
based scripting, or network logon scripts to trigger the
audit. Ideally, the audit process should take just a few
seconds at the time of network login, with no
indication to the user that an audit is being conducted.

Census and exception reporting.

After a few days, a sufficient amount of data will have
been collected to give the company an indication of
the baseline situation. We create reports that show
the number of desktops that have unauthorized
software or content.

Corrective action.

The audit provides detailed audit reports by user,
allowing the company to take corrective action by
desktop and by user. Corrective actions may also
include implementation of access controls on specific
network ports typically used by certain programs such
as file-sharing systems.

Training and turn-over.

As part of the service, we train the client’s system
administrators to use the audit tool and to conduct
periodic re-audits in the future. If needed, we return
to work with the client annually to re-audit desktops
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Side Benefits

In addition to reducing corporate liability, a comprehensive
desktop audit brings additional benefits:

Reduce licenses for unneeded software.

After an audit, some companies may find that they are over-
paying for software by over-estimating the number of
licenses needed. According to Gartner, “Through 2003,
enterprises that fail to integrate software usage and
inventory data to manage their software assets will over-buy
licenses for 60% of their portfolio and be out of compliance
on 30% of their portfolio." Savings from canceling unused
software licenses may more than pay for the audit itself.

Reduce “unofficial” employee communications.

A recent Gartner study indicated that in 2002 approximately
70% of companies had unsanctioned instant messaging (IM)
software informally in use by employees. Many companies
do not realize that programs, such as Yahoo Messenger,
AOL Instant Messenger (AIM), MSN Messenger, and
Internet Relay Chat (IRC) clients, may maintain logs of chat

sessions. Such logs could become a documented record of
communications outside of the company’s formal means of
communication and policies regarding records retention,
exposing the company to additional liability in the event of a
lawsuit.

Tighten security.

File-sharing or peer-to-peer network services maintain
connections through company firewalls and may open a
company network to unauthorized access. Other illegal
programs, games, or shareware have well-known security
vulnerabilities that crackers exploit to gain network access.
By restricting the use of such software, network security is
enhanced.

Improve employee productivity

By restricting access to and use of file-sharing program or
peer-to-peer network services, companies can reduce one
source of distraction to employees and preserve network
bandwidth and response time for legitimate business
purposes.

About Strativa

Strativa is a management consulting firm providing independent advice for business and technology decisions, along with general

contracting to carry out those decisions. Although specific vendor products may be referred to in this white paper, we have no
reseller relationships or partnerships with any technology vendor. Other vendor products may also be appropriate.
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